Concept, Implementation and Evaluation
of Machine Learning Models for Anomaly
Detection of Hydraulic Systems on Basis of
Industrial Data of a Machine Tool

The industrial world is in the middle of a new revolution, termed as Industry 4.0, which
is characterized by its reliance on the use of cyber physical systems. These are able to
communicate with each other and make autonomous, decentralized decisions to increase
industrial efficiency, safety and transparency. [1] In this context technologies such as cloud
computing, sensor networks and other data services merge into the so-called Internet of
Things. They provide an ideal connectivity between industrial processes, workforce and users
to exchange information in order to better manage on-time production and thus enhance
profits. [2] Thereby a wide range of information, such as process, plant or maintenance
data, becomes available for analysis which provides the opportunity to employ data-driven
condition monitoring for a condition-based maintenance [3]. With data-driven condition
monitoring, possible performance degradation or defects of production machinery are detected
to improve the planning and management of maintenance processes. In this way, production
delays due to equipment failure are minimized. [2| In addition, the condition monitoring
approach offers the possibility of making maximum use of the available remaining useful life
of machinery components by not replacing intact equipment through preventive maintenance

measures [3].

One example of such systems that can benefit from the use of condition-based maintenance
are hydraulic aggregates. These are widely used in modern machinery for their numerous
advantages, such as a fast response, significant load stiffness, large power density, and
superior stability [4]. Some operation fields of hydraulic systems are mining, pulp, paper,
agriculture, construction, and aerospace [5]. Often hydraulic systems thereby compose the
central component of engineering equipment, such as control and power transmission systems.
These machines can suffer from environmental influences such as sunshine or dust particles
and unstable working conditions such as a high load or severe impact. [4] Hence, faults in
hydraulic systems are difficult to avoid and will result in a deteriorated performance of the
equipment [6]. Hydraulic pumps can suffer of wear for example because of improper fluid
selection, cavitation or overload. A common failure mode for actuators is leakage, which can
be caused by deterioration of seals. Valve faults can include surface wear and solenoid faults.

One cause for the surface wear and deterioration of seals is a contamination of the used



hydraulic oil. Other issues are abrupt failures such as blocked actuators, spools or nozzles in
the valves. [5]

For this reason, it is important to monitor and detect failures at an early stage so that
maintenance can be scheduled proactively when necessary in order to increase the availability
of the machinery. To that end, the condition of the equipment showing signs of loss of
performance or future failures, must trigger the maintenance so repair can be completed
before the performance falls below the optimum level or the machine fails. [7] However,
an appropriate fault diagnosis for hydraulic systems remains a challenge. In comparison
to mechanical or electrical installations, faults in hydraulic systems employed in engineering
equipment are more hidden and unclear. Consequently, it is challenging to obtain information
about the fault and the relationship between a fault characterization and its cause. Hence
the research of key technologies and methods for achieving hydraulic fault diagnosis is an
important task. [4]

Apart from these rather specific problems concerning the condition monitoring of hydraulic
systems, there are also more general difficulties in monitoring machines such as a lack of
understanding of the monitored equipment and mainly the absence of data on failure cases
and the evolution of the degradation. These kinds of data can only be collected if the machine
equipped with sensors runs until an anomaly or failure occurs, which is unwanted by the
industry. Additionally, gathering fully representative datasets for the analysis is difficult due
to the varied types of failure and operating conditions. For these reasons test rigs are usually
used to simulate anomalies and failures. However these systems have the disadvantage of
only offering simulated failures of several components which are already widely studied. [7]

It turns out that condition monitoring for early fault detection in hydraulic systems can make
an important part in improving their reliability by detecting and avoiding failures at an early
stage. In this sense, the main contribution of this thesis is the elaboration and evaluation of
two components of the condition monitoring approach, namely the anomaly detection and
isolation, for a hydraulic aggregate.

The selected methods for this task are applied to the data of a real hydraulic aggregate
installed in a machine tool. There the hydraulic system takes over tasks such as clamping
workpieces and locking tools and machining tables. A failure of the installed hydraulic
aggregate therefore has serious consequences for the correct functioning of the entire machine
and would normally result in a shutdown of the machine tool. This would in consequence
lead to a loss of production capacity, which in turn would cause an economic damage. To
avoid this, a monitoring system for hydraulic systems is proposed in this work, capable of
reliably detecting anomalies caused by equipment failures. Furthermore, the sensors whose
measurements deviate from the normal sate are determined to identify the source of the
anomaly. In the best case, this procedure would allow to repair or replace the affected parts

before the the hydraulic system fails and thus avoiding a machine failure. For this purpose,



different methods, which build on the data-driven approach are investigated and compared
with each other. This approach offers the advantage, that the different models can be trained
with historical data and hence no exact understanding of the partly very complex hydraulic
system is needed.

To provide the necessary data basis, the hydraulic aggregate was retrofitted with several
sensors in advance, whose measured values were recorded with additional information from
the machine control system. The recorded data from the real operation of the system are
analyzed and processed to be used for training and evaluation of the examined methods for
condition monitoring. In this process, the data sources with the most information content,
which in this case are mainly pressure and temperature sensors, are identified and composed.
One challenge is that the data was recorded during the regular operation of the machine
tool. For this reason, no labelled data is available for deliberately induced operating states or
simulated fault cases. This limits the application of the frequently used supervised learning
methods for condition monitoring.

To avoid this limitation, four different procedures that do not rely on the availability of
labelled data are evaluated in this thesis to realize a condition monitoring approach for the
considered hydraulic aggregate. Three methods built up on the novelty detection principle:
the cluster based, the one-class nearest neighbor and the one-class support vector machine
approach. These models are trained with the data representing the faultless operation of the
hydraulic aggregate, which is available in sufficient quantity. This enables the models in a
subsequent step to detect deviations from this state, for example because of an equipment
fault. Thereby, the examined methods are based on different approaches to determine whether
a new data point represents a state similar to the error-free state used in training or whether
it differs from the error-free sate. In addition to the detection of anomalies, two of the three
methods are extended with an approach for isolating the source of the anomaly. In this
step the sensors, whose measured values deviate most form the trained normal state shall be
identified to support the maintenance staff in finding the anomaly source.

This anomaly isolation is illustrated as an example for the case of the one-class nearest
neighbor method in figure 1. In this procedure, the distance between a new data point to
its nearest neighbors in the training dataset is determined. At the same step, the relative
share of the considered sensors in this distance is also taken into account to determine which
measured value is most responsible for the deviation form the normal state. This allows to
identify the corresponding process parameter that deviates most from its normal value.

In addition to the methods relying on the novelty detection approach a time series-based
approach is investigated. This procedure is based on the use of a time series model to map
the fault-free state of the aggregate and to detect possible faults by comparing the model

output with the measured values of the system.
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Figure 1: Anomaly Isolation of the One-Class Nearest Neighbor Approach
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Figure 2: Results in Detecting Anomalies on the Test Dataset Consisting
of Data on Normal Operation and Five Successive Fault Cases



To check the performance of the four proposed procedures, they are applied to a defined test
dataset consisting about 8000 individual data points representing the error-free and faulty
states in equal shares. The latter are representations of five real occurred deviations of the
aggregate from its normal state as a consequence of e.g. an abnormally high oil temperature.
The corresponding data set is shown in figure 2 with the standardized values for a pressure
(Equilibration) and a temperature sensor (OilTempR). The first half of the data represents
the data for error-free operation of the unit, while the data from index 4000 represent the
five error cases. Various versions of the examined procedures with different hyper parameters
are tested in order to find the respective setting with which the best possible results can be
achieved. Thereby, different metrics, such as the accuracy in classifying the states but also the

required processing time, are used to evaluate and compare the individual performances.

The first examined method based on the novelty detection principle, the cluster-based ap-
proach, is an easy to implement method that can classify the test data relatively quickly.
However it only achieves an accuracy of 79.96 % when classifying the test data. Ideally, the
model would detect all errors (starting at index 4000 in figure 2) as anomalies. However,
there are some connected areas where a fault is present, but the model does not detect any
anomaly. The greatest weaknesses of the cluster-based approach are fault 8 (around index
6000) and fault 5 (index 7600 and higher). These incorrectly classified cases are faults whose
data deviated only slightly from that of the normal state. However, since the detection of
even these small deviations is part of the successful implementation of an anomaly detection,

this method is not a reliable method for this particular application.

In contrast, the procedure based on the one-class nearest neighbor approach (OCNN) achieves
a good accuracy of 99.23 % in detecting anomalies, which is significantly better than the
performance of the cluster based approach. Hence, a large part of the data from the test
dataset is classified correctly. Even the faults, which are characterized by a rather small
deviation from the normal state, are identified as such as can be seen in figure 2. Only
some individual, data points representing the error-free state are incorrectly recognized.
Furthermore, using this method, a concept could be implemented successfully to isolate the
source of an anomaly. The disadvantage of this approach is the significantly longer processing

time for classifying new data points compared to the other approaches.

The best results in terms of the accuracy in detecting anomalies and the time required
to classify the test dataset is obtained by the one-class support vector machine approach
(OCSVM) with an accuracy of 99.50 %. This method exceeds the performance of the previous
two in terms of both accuracy, which is only slightly better than for the one-class nearest
neighbor approach, and the time required to classify the data. Therefore this approach is

perfectly suited for a fast and reliable detection of anomalies even if these differ only slightly



from the normal state. However, no subsequent isolation of the anomaly could be implemented
for this approach, which unfortunately implies that this method alone cannot be used for a

complete condition monitoring of the hydraulic system.

In addition to the three methods based on the novelty detection concept, the time series
based approach is evaluated. In this one an ARIMAX model is used to observe two sensors of
the hydraulic aggregate simultaneously. It is demonstrated that at least with one time series
model, observing te relation between oil pressure and temperature, relatively good results
can be achieved in the detection of anomalies. However, it was not yet possible to prove
that the approach can reliably detect also small deviations from the normal state. For this
reason, a fully dependable anomaly detection using this approach cannot be guaranteed in the
examined form. Nevertheless, this approach has the advantage, that it provides an anomaly
isolation without additional adaptations. If one of the models detects an anomaly, the cause

can be traced back to one of the two time series used.

In summary, it can be concluded that both the one-class nearest neighbor and the one-class
support vector machine approach, each with achieved accuracies in the classification of data
on fault-free and faulty states of the hydraulic aggregate of over 99 %, are best suited to detect
anomalies. Even, faults that differ only slightly from the normal state are reliably detected
by these two methods. In addition to the good results in detecting anomalies, the one-class
nearest neighbor based approach can also convince in the isolation of anomalies. Thereby,
the input variables of the model, which had the major share in the detection of the anomalies,
are identified to support the maintenance staff in the search for the fault source. Due to the
overall good results, the one-class nearest neighbor based approach is the most suitable of all

investigated methods for the realization of a condition monitoring of the hydraulic system.
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